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The Challenge: Why Clouds
Fail and Availability Breaks

In the era of Al and 24/7 operations, establishing robust
business resiliency architecture and processes is paramount.
A critical challenge to continuous operation is the inherent risk
of cloud failures and resulting availability breaks. Despite the
sophisticated nature of cloud services, they can and do fail,
often due to regional component failures that trigger cascading
effects across dependent services. The risk is not limited to
core infrastructure (servers, storage, network routing); even
when these systems are operational, loss of connectivity can
bring down applications and services. Such regional outages
can stem from a variety of causes, including power outages,
misconfigured network routing, DNS issues, faulty software

or device driver updates, corrupted files, and malicious hacker
activity, any of which can disrupt service accessibility.

To effectively mitigate the severe impact of regional
connectivity and accessibility failures, organizations must
look beyond single cloud regions. The essential solution
involves implementing a multi-region and, ideally, a multicloud
architecture. As we will discuss next, deploying services
across multiple distinct regions within the same cloud can
help companies stay operational when localized errors occur.
Furthermore, adopting a full multicloud architecture - using
services from multiple distinct cloud providers - can take this
resiliency even further, enabling organizations to remain up
and running even when an entire cloud platform experiences a
widespread, catastrophic event, disrupting availability.

Why Multi-Region Disaster
Recovery is Essential

The deployment of a robust and automated multi-region
Disaster Recovery (DR) strategy is absolutely crucial for
maintaining business continuity against large-scale failures.
This strategy represents the fundamental defense against
failure events that inevitably exceed the scope of a single
Availability Zone (AZ) or cloud region. The array of risks it
addresses is comprehensive, encompassing everything from
unpredictable natural phenomena to pervasive infrastructure
mishaps and severe impacts from human error, all of which
pose a significant threat to continuous operations. Relying
on a single-region deployment, even with multiple AZs, is
fundamentally insufficient to withstand the sheer breadth and
magnitude of these potential calamities.

One of the most clear-cut drivers for multi-region deployment

is the threat posed by natural disasters. Catastrophic events
such as massive hurricanes, major earthquakes, or widespread
flooding have the potential to physically incapacitate an entire
geographical region, simultaneously taking all local data centers
offline. In the face of such extensive physical destruction, an
automated, multi-region DR strategy becomes indispensable,
as it enables organizations to instantly shift their digital
operations to a separate, unaffected geographical region. This
critical capability maintains service availability without the need
for complex, manual, often delayed, and possibly error-prone
intervention.
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Beyond natural events, the multi-region approach provides

vital protection against geographically scoped infrastructure
failures. This includes defending against severe, cascading
outages caused by highly localized yet massive issues, such as
a power grid collapse, widespread fiber optic link cuts impacting
regional communications, or cooling system failures that cripple
an entire data center complex. Furthermore, it offers essential
mitigation against rare but possible cloud provider regional
outages, where a major cloud provider's entire region suffers a
total failure, a risk that simply cannot be protected against by
relying on Availability Zones (AZs) within that single

failed region.

Crucially, it provides a safeguard against propagating human
errors, which occur when global configuration changes or

faulty software deployments accidentally cause damage
that replicates across AZs. Most importantly, it is key to data

corruption isolation; by using corruption-aware cross-region
replication, spreading of ransomware can be contained.
Alternatively, time-delayed (asynchronous) and often additional
replication sites can enable IT teams to identify and quarantine
catastrophic events like ransomware encryption before the
corrupted data propagates so that they can rollback to a clean
state from an independent copy.

Finally, a multi-region strategy addresses sophisticated threats
originating from both inside and outside the organization's
control that are not purely technical. This includes protecting
critical assets and services from being taken offline due to
region-specific political actions, civil unrest, or local regulatory
shutdowns. Beyond these external pressures, a diversified
regional footprint also safeguards a company’s brand reputation
by demonstrating a proactive commitment to reliability that
builds long-term trust with global stakeholders.
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Disaster Recovery: The
Foundation of Effective
Business Resilience

Recovery Time Objective (RTO) and Recovery Point Objective
(RPO) define the overall business resilience of a system. It’s
crucial to understand that these metrics apply to the entire
technology stack, not just to the database component. The
resilience strategy must encompass all layers, including
application servers, networking, and other infrastructure for the
stated objectives to be achievable.

RTO specifies the maximum acceptable duration of time that
a service can be unavailable after a disaster or an outage.
Achieving a low RTO, often targeting minutes or even seconds,
involves strategies such as implementing rapid failover to
infrastructure that is already pre-provisioned and pre-warmed
in a secondary region. This can be accomplished using either
Active/Active or Active/Passive models, which significantly
reduce downtime that might otherwise extend to hours.

RPO defines the maximum amount of acceptable data loss,
measured in time during an incident. Minimizing data loss,
typically aiming for an RPO in the low seconds or sub-minute
range, even zero data loss, requires robust data protection
mechanisms. This is achieved by using continuous or near-
continuous cross-region data replication, such that data
changes in the primary location are almost instantaneously
propagated to the secondary region.

Unequivocally, the database serves as an integral role in
achieving both RPO and RTO because it is the repository of the
business’s most critical asset: its data. Achieving the planned
RPO, the maximum acceptable data loss, directly depends on
the database’s mechanisms for continuous or near-continuous
replication and backup frequency, which determines how recent
the recovered data point can be. Simultaneously, achieving

a low RTO - the maximum tolerable downtime - is heavily
influenced by the database architecture, specifically its ability to
perform rapid failover to a replica or a fully functional secondary
instance. Since applications cannot be truly operational without
access to their core data, the speed and integrity of database
recovery are vital to achieving overall business resilience.
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Satisfying Regulatory and
Compliance Mandates

Compliance with strict industry-specific requirements is a
powerful driver for implementing multi-region DR architectures.
Sectors such as finance, healthcare, utilities, and government
operate under rigorous regulatory frameworks that often
mandate specific operational resilience standards. These
standards frequently specify the time to bring online critical
systems and applications after an outage (i.e., RTO) and often
require a minimum physical separation and geographic distance
between primary and backup systems.

Regulations such as the Digital Operational Resilience Act
(DORA) in the European Union for financial entities are prime
examples, compelling organizations to adopt geographically
diverse architectures as well as to implement people processes
and resilience testing to help assure that a localized failure
cannot compromise critical business functions and adhere to
compliance obligations.

Furthermore, global regulations surrounding data sovereignty
and residence require the use of multi-region and multicloud
solutions. Compliance frameworks such as the General Data
Protection Regulation (GDPR) in Europe and the California
Consumer Privacy Act (CCPA) often dictate that personal data
cannot be moved out of a country or state without assurance
that the destination location has acceptable data protection.
Practically this means that personal data remains local, and
data copies for DR have to stay within the EU for GDPR or a
state for CCPA.

Organizations must support complex architectures when data
needs to be simultaneously available and replicated across
distinct national or jurisdictional borders to satisfy these legal
residency and compliance requirements. A multi-region strategy
provides the necessary flexibility and infrastructure separation
to segment, store, and manage data according to these varied
and often conflicting international mandates.
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Oracle’s Strategy for Always
Online Cloud Databases

From our perspective, Oracle addresses the demand for

24/7 database operations through its Maximum Availability
Architecture (MAA), a foundational and integrated framework
designed to provide high availability (HA), scalability, and
robust Disaster Recovery (DR) capabilities. Oracle MAA is a
validated set of best practices and blueprints that help to ensure
that Oracle’s HA and DR products and features work together
seamlessly to support continuous business operations. This
comprehensive strategy provides organizations with crucial
flexibility, allowing them to precisely control where they

deploy their solutions - whether in their own data centers (on-
premises), a hybrid cloud setup, Oracle Cloud Infrastructure
(OClI), or increasingly, within multicloud environments, such

as AWS, Azure and Google Cloud. Oracle’s MAA framework
supports various database offerings, including the fully
automated, Al-powered Autonomous Al Database, high-
performance Exadata Database Service, and the versatile Base
Database, providing organizations with options for meeting the
automation, performance, scale, and cost of any workload.

The core of Oracle’s MAA strategy is built upon a set of four key
pillars:

1. Continuous Availability helps ensure that planned
maintenance, application and configuration changes
happen without service interruption, leveraging features
such as Application Continuity and Online Redefinition,
as well as various rolling update capabilities inherent
to Oracle Real Application Clusters (RAC) and Active
Data Guard.

2. For maintaining up-to-the-second replicas, Active
Replication is handled by technologies such as Oracle
Active Data Guard and Oracle GoldenGate, enabling real-
time data synchronization for failover (unplanned)

or switchover (planned).

3. Additional Data Protection is provided through features
such as Flashback, RMAN (Recovery Manager), and
the specialized Zero Data Loss Recovery Appliance
on-premises - or Zero Data Loss Autonomous Recovery
Service on OCI, AWS, Azure and Google Cloud- for
near-instantaneous data recovery.

4. ScaleOut and High Availability features such as Oracle
Exadata, Oracle RAC, and Globally Distributed Database
support high performance and capacity growth.

A critical component of Oracle’s forward-looking MAA strategy
is the explicit emphasis on multi-region and multicloud support.
Recognizing that single-cloud or single-region deployments are
insufficient against modern threats, Oracle has engineered its
database technologies to function effectively and resiliently
across geographically diverse infrastructures.

This means supporting deployments where data can be actively
replicated and failed over between separate regions within OCI
(multi-region), between regions running Oracle Al Database
services in one of their multicloud partners such as AWS, Azure,
and Google Cloud - and, fundamentally, across different public
cloud providers (cross-cloud). This strategy is the ultimate
commitment to enabling database services that remain online
24/7, even in the event of a total failure of a major cloud region.
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Safeguarding Continuous
Availability with Active
Replication

Oracle’'s MAA reference architectures are a tiered set of Oracle
blueprints that systematically apply HA/DR technologies to
meet various service-level objectives, increasing in resilience
from Bronze to Diamond, accordingly:

«  The Bronze tier offers basic re-startability and protection
via backup/restore for Dev/Test or less critical single-
instance production databases.

+  Silver elevates this for departmental production systems
by introducing active clustering via Oracle RAC and
Application Continuity for automatic failover.

«  The Gold tier is designed for business-critical
systems, adding comprehensive disaster recovery
with (Active) Data Guard for zero or near-zero data
loss across regions.

«  The Platinum tier targets mission-critical applications,
achieving virtually zero outage by adding technologies
such as Oracle Exadata and Oracle GoldenGate for
advanced replication to the mix.

«  Therecently introduced Diamond tier represents the
pinnacle of extreme availability, combining the best of
the lower tiers with the enhanced capabilities of Oracle
Al Database 26ai with Oracle RAC on Exadata - each
protected by a GoldenGate replica in a fully integrated
environment for extremely mission-critical systems.

We find that Oracle’s architecture with flexible tiers for Regional
DR Protection offers high availability and data protection across
different geographical regions, making it a robust solution for
critical systems while enabling customers to match the level of
protection to their specific business needs.

A key feature is the ability to achieve full protection with virtually
no performance impact on the primary region, especially when
the primary uses Exadata. This minimal impact is facilitated by
leveraging Oracle Data Guard’s in-memory replication, which
delivers near-zero data loss by efficiently transporting redo

data either synchronously or asynchronously (as long as the
desired protection level allows for asynchronous replication).
This configuration provides a powerful defense against regional
outages while maintaining the peak operational efficiency of the
primary database.

The functionality is centered around Active Data Guard (ADG),
which provides significant value beyond simple DR. ADG
delivers zero data loss capabilities across regions without
burdening the primary database’s performance, enabling read-
mostly scale-out by offloading reporting and analytical and Al
workloads to the synchronized standby database. Furthermore,
it includes comprehensive data corruption prevention
mechanisms to maximize data integrity.

The entire setup process is streamlined and highly accessible,
featuring a fully automated ADG setup - often a simple click and
choose region action - and is available across multiple major
cloud platforms, including Oracle Al Database on OCI, AWS,
Azure, and Google Cloud. This global reach, combined with
automatic backup to the Autonomous Recovery Service, helps
ensure that high-level DR protection is both easy to deploy and
broadly available.
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Protection Beyond Replication:
Zero Data Loss Autonomous
Recovery Service

The Zero Data Loss Autonomous Recovery Service (ZRCV) is an
intelligent and automated data protection solution specifically
designed for Oracle Al Database services across hybrid and
multicloud environments, including OCI, AWS, Azure, and Google
Cloud, and on-premises data centers. ZRCV moves beyond
traditional methods by providing Zero Data Loss Recovery
through real-time protection of transactions, so that the most
recent data changes are preserved even during catastrophic
failures. This capability is reinforced by continuous recovery/
backup validation, which automatically verifies backup integrity
to improve recoverability.

Furthermore, ZRCV employs a strategy for fast, low-impact
backup and recovery, using a space-efficient incremental forever
approach. This method minimizes the performance strain on the
primary database, and the recovery process itself is streamlined
into a single recovery operation, which significantly reduces RTO
and operational complexity during an outage.

We see that a key strength of the ZRCV is its extensive
cross-boundary protection and broad compatibility, enabling
organizations to centralize high-standard data protection
regardless of database location. It facilitates backups and
their respective restore/recovery operations from OCI, AWS,
Azure, and Google Cloud environments as well as from on-
premises deployments to OCI, providing a unified management
experience for complex, hybrid, or multicloud deployments.

ZRCV is compatible with Oracle Autonomous Al Database,
Exadata Database Service, and Base Database Service wherever
they are running. By offering real-time transaction protection,
efficient low-impact backups, and cross-platform reach, ZRCV

is the comprehensive and resilient data protection backbone

for virtually any Oracle Al Database deployment. In addition,
Oracle offers Database Zero Data Loss Cloud Protect to protect
on-premises Oracle databases from data loss and ransomware
using ZRCV running in OCI.
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Orchestrate End-to-End
Recovery with Full Stack
Disaster Recovery

Full Stack Disaster Recovery is a powerful OCI service designed
to orchestrate end-to-end recovery, protecting an entire
application environment, including applications, databases, and
storage infrastructure. This comprehensive capability enables
all interconnected components necessary for application
functionality to be recovered in a coordinated and validated
sequence. The full-stack approach is currently available in OCI
and is slated for expansion to multicloud database services,
providing a consistent and unified DR experience regardless of
the deployment model. This capability is crucial for maintaining
business continuity by providing a holistic recovery mechanism
for complex enterprise systems.

From our viewpoint, the orchestration service offers significant
benefits, starting with fast, cloud-native recovery, which allows
organizations to build and execute complete DR plans in a
matter of minutes, drastically reducing the overall RTO. The
plans are highly flexible and customizable, enabling them to be
tailored for both Oracle and non-Oracle applications to meet
specific business needs. A key advantage is the Automated
Integrity Validation, which facilitates non-intrusive, single-
button DR drills. This allows teams to validate the full recovery
process without impacting production environments, providing
confidence in the plan. Finally, the service enables streamlined
execution, capable of recovering multiple critical systems
simultaneously, eliminating the manual coordination needed to
bring complex, interdependent applications back online.

Key Takeaways and Conclusion

In the era of Al and 24/7 operations, customers expect cloud
services to be available continuously. Despite the sophisticated
nature of cloud services, they can and do fail, often due to
regional component failures that trigger cascading effects
across dependent services.

To avoid loss of cloud services, customers need to establish

a robust business resiliency architecture. Oracle provides a
strategic path for customers to achieve business resilience and
overcome regional single points of failure. Oracle MAA uniquely
provides the foundational framework to achieve this resilience,
offering blueprints that protect Oracle Al Database across OCI,
multicloud platforms, and on-premises infrastructure. With
Oracle MAA, organizations can choose the level of protection
they need to meet their specific RPO and RTO service levels as
well as their budgetary requirements.

To extend this resilience from the data layer to the entire
application environment, organizations can leverage OCI Full
Stack Disaster Recovery. This service orchestrates the recovery
of the entire application stack. By combining Oracle MAA's
database protection with Full Stack DR’s application-level
orchestration, Oracle provides a comprehensive approach for
complete business resilience that enables organizations to
overcome regional single points of failure in cloud services.
With Oracle, organizations can now pursue their Al objectives
with greater confidence in their business resiliency strategy.
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